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Abstract  
 

This article addresses selected technical and organization aspects of risk mitigation in the oil port installations 

with regard to functional safety requirements specified in standards IEC 61508 and IEC 61511. The procedure 

for functional safety management includes the hazard identification, risk analysis and assessment, specification 

of overall safety requirements and definition of safety functions. Based on risk assessment results the safety 

integrity level (SIL) is determined for consecutive safety functions. These functions are implemented within 

industrial control system (ICS) that consists of the basic process control system (BPCS) and/or safety 

instrumented system (SIS). Determination of required SIL related to required risk mitigation is based on semi-

quantitative evaluation method. Verification of SIL for considered architectures of BPCS and/or SIS is 

supported by probabilistic models with appropriate data and model parameters including security-related 

aspects. The approach proposed is illustrated on example of oil port installations. In final part of the article the 

insurance aspects are discussed in managing risks, as some risks are to be transferred to an insurance company. 

 

1. Introduction  
 

The role of safety-related control and protection 

systems for the risk mitigation is nowadays obvious, 

because are designed to reduce the risks of accident 

scenarios, especially those with major consequences 

many times, e.g. from ten times to thousand and 

more times depending on required risk mitigation. 

These systems belong to the category of industrial 

control systems (ICS).  

They implement a set of safety functions and can be 

designed as the electrical / electronic / programmable 

electronic systems (E/E/PES) regarding generic 

standard IEC 61508 and/or the safety instrumented 

systems (SIS) with regard to requirements of IEC 

61511 developed for the process industry. Some 

more important safety functions, reducing 

substantially relevant risks, require implementing of 

protection layers, according to a concept of defence 

in depth (DinD).  

Requirements concerning security related aspects 

will be considered regarding requirements of series 

of international standards IEC 62443 an ISO 27000. 

An integrated risk analysis and assessment 

methodology proposed is compatible with some 

known methods used often in practice, such as 

HAZOP (hazard and operability) , LOPA (layer of 

protection analysis) and SVA (security vulnerability 

analysis). The methodology is applied to selected oil 

port installations including ICS functions designed 

and implemented to mitigate relevant risks. 

Security related analyses of the ICS during its design 

and operation as distributed computer system (DCS) 

with relevant SCADA (supervisory control and data 

acquisition) functions are very important in 

hazardous plants and oil ports, especially when they 
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are considered within critical infrastructure (CI). In 

final part of the article the insurance aspects are 

discussed in managing risks, as some risks should be 

transferred to the insurance company. 

 

2. Process and procedure based integrated 

management  

2.1. Process based integrated management 
 

A process based integrated management system 

enhances traditional quality management, and, when 

properly implemented, enables the organization to 

satisfy external requirements for certification of the 

management systems of interest.  

The process based approach proposed can be 

compatible with implemented in practice the quality, 

environment and safety at work (QES) management 

systems developed according to requirements of 

known series of standards, respectively: ISO 9000, 

ISO 14000 and OHSAS 18000.  

The IAEA publication [11] suggests the 

implementation of a process based management 

system may involve either the creation of a new 

system in interested countries or organizations or 

transition from a mature quality assurance/quality 

control/quality management (QA/QC/QM) system to 

a process based management system. Below an 

integrated management system is proposed that 

includes also the security aspects, i.e. the quality, 

environment, safety and security (QESS) 

management system (MS).  

Existing processes in industrial plants, both business 

and operational, may be grouped into executive, core 

and support processes [11]. The problem is how to 

identify the core processes, e.g. processes that have 

the greatest impact on performance (safety, security, 

health, environment, quality, cost, business and 

innovation). This requires indicating critical outputs 

of the organization and processes that deliver these 

outputs. The management processes shape and 

manage the core and support processes distinguished 

in given organization. 

The issue will be illustrated on several distinguished 

processes and procedures that support integrated 

QESS management on example of the functional 

safety and security management in life cycle 

including the implementation and operation of the 

industrial control systems (ICS) to mitigate relevant 

risks of potential hazardous events.  

These systems are designed as the electrical, 

electronic and programmable electronic systems 

(E/E/PES) regarding IEC 61508 [12] and/or the 

safety instrumented systems (SIS) taking into account 

requirements of IEC 61511 [13]. Requirements 

concerning security related aspects will be specified 

regarding requirements specified in series of 

international standards IEC 62443 [14], ISO/IEC 

27000 series: Information technology - Information 

security management systems, and ISO 31000 [16] 

on Risk management - Principles and guidelines.  

The ICS play an important role in the oil port 

installations [8], [27] and pipelines of external 

distributed installations [9]-[10], [21], [25].  

In distributed computer network the quality of 

software of the Supervisory Control And Data 

Acquisition (SCADA) system is of special interest as 

regards functionality, safety and security [1]-[3]. In 

evaluation of the human-system interface (HSI) and 

the alarm system (AS) of ICS/SCADA system the 

EEMUA requirements concerning human factors 

(HF) and human reliability analysis (HRA) are taken 

into account based on results of current research 

[18], [22].  

The risk analysis and assessment methods 

undertaken using the QESS related models, applied 

to the oil port installations and their protection 

systems that mitigate relevant risks, are compatible 

with known methodologies of HAZOP (hazard and 

operability), LOPA (layer of protection analysis) and 

SVA (security vulnerability analysis) [4]. Principles 

and requirements concerning the risk management 

proposed in international standard ISO 31000 [16] 

have been also taken into account.  

Process classes and particular processes considered 

include:  

Executive Processes (EP)  

EP-1 Manage the entire business,  

EP-2 Manage the processes and procedures,  

EP-3 Assess and improve performance,  

EP-4 Manage external relationships, etc.,  

Core Processes (CP) 

CP-1 Control and monitor equipment, 

CP-2 Control emissions and effluents,  

CP-3 Plan and schedule services, tests and 

maintenance, 

CP-4 Manage functional safety and reliability of 

the control and protection systems,  

CP-5 Manage security of site,  

CP-6 Manage vulnerability and security of 

computer network, and  

Support Processes (SP)  

SP-1 Provide human resources and training,  

SP-2 Provide personnel safety services,  

SP-3 Provide IT services,  

SP-4 Provide environmental services,  

SP-5 Provide emergency preparedness services, 

etc.  
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2.2. Example of procedure based functional 

safety management including insurance 
 

The safety integrity requirements apply to the safety 

functions (SF) implemented in the E/E/PE systems or 

SIS. The SIL of given SF is expressed by a natural 

number from 1 to 4 and it is related to the necessary 

risk reduction when the SF is implemented. The 

allocation of safety requirements to safety functions 

using the E/E/PE safety-related systems, and other 

technology safety-related systems or external risk 

reduction facilities is shown in Figure 1.  

 
 

Required SIL or 

HFT of the E/E/PE 

and SIS subsystems 

E/E/PE safety-

related system  

#E3 

E/E/PE safety-

related system  

#E2 
E/E/PE safety-

related function  

#3 

Defining the safety 

functions and 

determining their 

required safety integrity  

Necessary risk reduction / 

/safety integrity of functions 

E/E/PE safety-

related function  

#2 

Safety 

function  

#1 

Risk analysis and 

assessment with regard to 

accident scenarios 

Risk acceptance 

criteria for 

individual and/or 

societal risk 

Other risk 

reduction facilities 

 

E/E/PE safety- 

-related system  

#E1 

Verification and validation of 

consecutive safety functions 

being implemented by the E/E/PE 

systems or SISs 

Including hardware, 

software and human 

factors with regard to 

potential dependencies 

and systematic failures 

 

Figure 1. Allocation of requirements to the E/E/PE 

safety-related systems 

 

Below an approach is proposed for integrated 

determining the safety integrity level (SIL) and the 

security assurance level (SAL) for consecutive safety 

functions mitigating relevant risks. The analyses and 

assessments are based on qualitative and/or 

quantitative information as regards the categories of 

hazardous events frequencies and potential losses in 

relation to defined risk graphs. Knowing the risk 

mitigation potential and uncertainty involved the 

information supporting the insurance related decision 

making is presented according to existing practice in 

an insurance company.  

First idea, known to authors of this article, to draw 

up a book of procedures for functional safety 

compliance evaluation of protection systems in the 

process industry was proposed by Missala in 2010. 

The number of 23 preliminary procedures has been 

proposed by Missala [20].  

Below a modified approach is outlined that 

distinguishes two categories of procedures. About 20 

procedures have been preliminary specified. 

Examples of procedures (PR) related to the process 

CP-4 specified above are as follows:  

PR FSS-01 Definition of installation including 

EUC and its environment;  

PR FSS-02 Hazard identification, risk analysis 

and assessment, overall safety requirements and 

definition of safety functions;  

PR FSS-07 Requirements for inspections, testing 

of safety related systems and maintenance activities;  

PR FSS-11 Overall security related analysis  

of the ICS during the design and operation  

of distributed computer network.  

Procedures to be drawn up for the purpose of 

evaluation of insurance variants of hazardous plants 

are proposed as follows [6]-[7]: 

PR INS-01 Requirements for overall description 

of the port installations, environment, infrastructure, 

hazards and threats, organizational culture;  

PR INS-02 Requirements for insurance audit and 

model based evaluation of risks for underwriting and 

indicating solutions of technical and organizational 

improvements to mitigate relevant risks. 

 

3. Safety and security of ICS in oil port 

installations 
 

Safety is concerned with preventing accidents by 

identifying potential weaknesses, initiating events, 

internal hazards and potentially hazardous states and 

then identifying and applying appropriate mitigation 

solutions to reduce relevant risks to tolerable levels 

[4], [18].  

Security is concerned with protecting assets against 

internal and external threats and vulnerabilities that 

compromise the assets, environment and employees. 

Assets are protected using controls that reduce the 

risk to an acceptable level [16], [26]. 

The safety lifecycle is an engineering process that 

contains the steps needed to achieve high levels of 

functional safety during: conception, design, 

operation, testing and maintenance of safety 

instrumented systems [13].  

An industrial control system designed according to 

safety lifecycle requirements and procedures will 

mitigate relevant risks of potential hazardous events 

in an industrial installation and process e.g. pumping 

oil and gas station in and oil port infrastructure. 

Simplified version of the safety lifecycle with regard 

to publications [5], [13], is shown in Figure 2. 
Some safety requirements are met with support of 

external risk reduction facilities, including solutions 

like changes in process design, physical protection 

barriers, dikes, and emergency management plans. 

Safety requirements are met partly by the safety-

related technology other than safety instrumented 

systems (SIS), such as relief valves, rupture disks, 

alarms, and other specific-safety devices. Remaining 

safety-related requirements are assigned to the safety 
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instrumented functions (SIF) implemented as SIS of 

specified safety integrity level (SIL). 

The system design phase (see Figure 3) comprises 

the activities to derive technical safety and security 

requirements out of the functional requirement and to 

define a corresponding architecture [9], [24]. 

  

 

 

Process Design 

Hazard assesment 

and  

Risk analysis  

Safety 

requirements for 

SIF. Determine SIL 

Perform safety 

instrumented 

function SIF design 

 

Detail SIF design 

 

Verify safety 

requirements 

Maintenance 

operations 

procedures 

 

Perform periodic 

testing 

 

SIS modifications 

Analysis Realization Operation 

 
 

Figure 2. Simplified diagram of functional safety 

lifecycle 
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Figure 3. Safety and security activities of the system 

design phase 
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Figure 4. Data transfer in distributed industrial 

control systems for the oil pipeline infrastructure 

[21] 

The safety and security goals are now the input  

to derive functional safety and security requirements. 

In this phase first the interference analyses have to be 

undertaken in order to identify their impact on each 

other. In the safety area, supporting methods to 

derive technical requirements and analyze the system 

architecture include qualitative and quantitative 

Fault Tree Analysis (FTA) and Failure Mode and 

Effects Analysis (FMEA) [24]. A SIS management 

system should include the aspects specific to safety 

instrumented systems [13], [24].  

Supervisory control and data acquisition (SCADA) 

refers to the transmission of pipeline operational data 

(such as pressures, flows, temperatures, and product 

compositions) at sufficient points along the pipeline 

to allow monitoring of the line from a single location 

(see Figure 4) [10], [21].  

In many cases, it also includes the transmission  

of data from the central monitoring location e.g. an 

oil port infrastructure to some points, e.g. pipelines 

and tanks, along the line to allow for remote 

operation of valves, pumps, motors, etc. [25]. 

 

4. Security aspects and functional safety 

control system of the oil port pipelines 
 

A conventional control and protection system 

consists of programmable logic controller (PLC), 

sensors, actuators, control station with supervisory 

control, data acquisition system (SCADA) for 

monitoring and control, and the control station [10], 

[25]-[26]. Another important element is the human 

operator, who supervises the operation [22]. The 

system’s elements may be connected by different 

internal and/or external communication channels 

(Figure 5).  
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Radio 

modem 
GSM 

GSM 

RS 485 Optical fiber 

Operator 

PLC 
 

 Sensors 

(k oo n) 
Actuators 

(k oo n) 

Sensors 

(k oo n) 

CONTROL 

STATION 
(SCADA) 

CENTRAL 

CONTROL 

STATION 
 

 
 

Figure 5. Distributed control and protection system 

consisting of different industrial communication 

networks 
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pumping station 

oil pipeline 

oil seaport 

fuel base 

pumping station 

 
 

Figure 6. Example of oil seaport installations with 

critical infrastructure 

 

 

Figure 7. Reliability block diagram of E/E/PE safety-

related system operating in network 
 

The information sending and receiving between PLC 

and the control station can be transferred by standard 

series or parallel communication protocols or other 

methods of communication, such as wireless 

GSM/GPRS. 

Three main categories of distributed control and 

protection systems have been proposed, based on the 

presence of computer system or industrial network, 

its specification and type of data transfer methods 

[1]-[3], [17], [26]: 

I. Systems installed in concentrated critical objects 

using only the internal communication channels 

(e.g. local network LAN),  

II. Systems installed in concentrated or distributed 

critical plants, where the protection and 

monitoring system data are sent by internal 

communication channels and are to be sent and 

received using external channels, 

III. Systems installed in distributed critical 

installations, where data are sent and received 

mainly by external communication channels. 
In the oil seaport installation two categories 

distributed control system: II and III are 

distinguished (Figure 6). 

In second edition of standards IEC 61511:2015 [13] 

and IEC 61508:2010 [12] some additional 

requirements concerning the data communication 

channels in functional safety solutions are specified. 

The standard [12] distinguishes two main types of 

communication channels, namely white channel or 

black one. A white one means that the entire 

communications channel is designed, implemented 

and validated according to IEC 61508 requirements. 

The black one means that some parts of 

communication channel are not designed, 

implemented and validated according to IEC 61508.  

The control or protection system that doesn’t operate 

in a complex industrial network, may be modeled 

probabilistically using conventional methods, e.g. 

a method of reliability block diagrams (RBD), the 

Markov Graph method or a method based on 

minimal sets of paths or cuts.  

In conventional approach the probabilistic model of 

given complex protection system (E/E/PE or SIS) is 

being developed on the basis of models for 

subsystems: the sensors (S), programmable logic 

controllers (PLC) and actuators (A). Figure 7 

illustrates the RBD of distributed E/E/PE safety-

related system within a simple network [4], [26]. 

In situation of distributed control and/or protection 

systems operating in a network it is necessary to 

consider also potential failures within such network. 

For the configuration of protection system shown in 

Figure 7 the average probability of failure on 

demand PFDavg is calculated according to formula: 

 

   
avgAavgPLCavgNetavgSavgSYS PFDPFDPFDPFDPFD  (1) 

 

where: PFDavgSYS - average probability of failure on 

demand for the SIS system, PFDavgS - for the sensor, 

PFDavgNet - average probability of failure on demand 

for the network, PFDavgPLC - for the PLC, PFDavgA - 

for the actuator. 

Taking into account (1) it is obvious that the value of 

probability will be greater in situation if considering 

the computer network. Thus, the results obtained can 

influence verified SIL (lower value of SIL than in the 

case without considering network). 

The modeling methods proposed in the IEC 61508 

and IEC 61511 standard do not include the computer 

network elements. Thus, the results obtained can be 

too optimistic. A communication channel between 

controllers was represented by the block with 

determined SIL.  

From the risk assessment the safety integrity level for 

given safety function overpressure protection 

pipeline was determined as SIL3. In industrial 

practice such level requires usually to be designed 

using a more sophisticated configuration.  

Safety function (overpressure protection pipeline in 

the oil seaport) is implemented in distributed safety 

instrumented system (see Figure 8). 

In the Figure 9 is presented architecture 

communication module for distributed SIS system.  
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Figure 8. Overpressure pipeline protection SIS 

system (seaport - oil pipeline - fuel base) with 

industrial communication network 
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Figure 9. Internal network between the central 

controller and I/O modules in the SIS system 

 

The required SIL for entire distributed E/E/PE or SIS 

system is determined in a process of risk analysis and 

evaluation [18].  

 

Table 1. Reliability data for elements SIS system  
 

 PS CM PLC SV 
DC [%] 54 90 66 24 

λDU [1/h] 3∙10-7 1∙10-7 5∙10-6 8∙10-7 

TI  [h] 8760 4380 8760 8760 

β 0.02 0.01 0.01 0.02 

 

It has to be verified in the process of probabilistic 

modeling, taking into account its subsystems 

including networks. Reliability date for SIS elements 

are presented in Table 1.  

For given system a proper architecture is considered 

to meet the SIL requirement for entire system. The 

communication channel is created by serial link of 

relevant subsystems. Therefore, its reliable operation 

is dependent on correct functioning of each 

subsystem. Assessment of the result obtained shows 

that for the SIS structure in Figure 8 is: 

 

45445

)21()21()32(

10215.91014.71061019.21011.3  

 ooavgSVooavgPLCavgCMooavgPSavgSIS PFDPFDPFDPFDPFD  

 

Thus, the PFDavg is equal 9,215∙10-4 fulfilling 

formally requirements for random failures on level of 

SIL3. The omission of some subsystems or 

communication network can lead to too optimistic 

results, particularly in case of distributed control and 

protection systems of category II and III [19], [26]. 

5. Integrated safety and security analysis in 

industrial computer network 
 

Results of security analysis for given control and 

protection system can be divided into some general 

categories, for example a qualitative description with 

defined security levels like: low level, medium level 

or high level of security [3].  

A security analysis concept was proposed in the 

standard ISO/IEC 15408 [15]. Security is considered 

with the protection from threats, where threats are 

categorized as the potential for abuse of assets. Some 

categories of threats are considered. In the domain of 

security usually greater attention is given to those 

threats that are related to malicious or other human 

intentional activities.  

The Evaluation Assurance Level (EAL) denotes 

a package of assurance requirements, which covers 

the complete development of a product with a given 

level of strictness. Common Criteria (CC) lists seven 

levels, with EAL1 being the most basic (cheapest to 

evaluate and implement) and EAL7 being the most 

strict (most expensive). Higher EAL levels do not 

necessarily imply better security, they only mean that 

the claimed security assurance of the target of 

evaluation (TOE) has been more extensively 

validated.  

The aim of security analyses is to determine EAL 

achievable for considered solution of the system 

and/or network. The EAL determined for given 

solution is taken into account during functional 

safety analysis [17] (see Table 2). 

 

Table 2. Levels of security and corresponding EALs  
 

 

Evaluation assurance level Level of security 

EAL1 Low level 

EAL2 Low level 

EAL3 Medium level 

EAL4 Medium level 

EAL5 High level 

EAL6 High level 

EAL7 High level 

 

The evaluation process establishes a level of 

confidence that the security functions of products 

and systems considered, and the assurance measures 

applied to them meet these requirements. The 

evaluation results may help the developers and users 

to determine whether the product or system is secure 

enough for their intended application and whether 

the security risks implicit in its use are tolerable. 

Another approach for security evaluation for 

industrial automation and control systems (e.g. oil 

seaports) is IEC 62443 [14]. A concept of Security 
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Assurance Level [SAL] has been introduced in this 

normative document. There are four security levels 

(SAL1 to 4) and they are assessed for given security 

zone using the set of 7 functional requirements.  

The SAL is a relatively new security measure 

concerning the control and protection systems. It is 

evaluated based on a defined vector of seven 

requirements for relevant security zone: 

 

   









 RATRERDFDCDIUCACSAL     (2) 

 

where: AC - identification and authentication 

control, UC - use control,, DI - data integrity DC - 

data confidentiality, RDF - restricted data flow, TRE 

- timely response to event, RA - resource availability. 

 

Another method of the security analysis can be 

proposed on the basis of the SeSa (SecureSafety) 

approach, which was designed by the Norwegian 

research institution SINTEF [9]. It is dedicated to the 

control systems and automatic protection devices 

used in the offshore installations, monitored and 

managed remotely from the mainland by generally 

available means of communication [3]. 

The Safety Instrumented Systems (SIS) according to 

the series of standards IEC 61508 and IEC 61511 are 

very important not only for the safety, but also 

security aspects should be also taken into account 

[12]-[13]. Using the SeSa rings related to security 

protection is another approach useful for the 

integration of functional safety and security aspects 

(Figure 10). 

 
 

SIS/ESD systems: 
SafetyPLC, PLC, E/E/PE, SRS  
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to SIS 
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6 
 

5 
 

4 
 

3 
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1 
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Figure 10. Rings of the protection in SIS system [3], 

[26] 

 

An important task of integrated functional safety and 

security analysis of such systems is the verification 

of required SIL taking into account the potential 

influence of described above security levels, 

described the EAL, SAL or SeSa protection rings. 

The SIL is associated with safety aspects while the 

EAL, SAL and SeSa is concerned with level of 

information security of entire system performing 

monitoring, control and/or protection functions (see 

Table 3). 
 
Table 3. SIL that can be claimed for given EAL, 

SAL or SeSa protection rings for systems of category 

II and (III) 
 

 
 

It is possible that undesirable external events or 

malicious acts may influence the system by 

threatening to perform the safety-related functions in 

case of low security level. Thereby the low level of 

security might reduce the safety integrity level (SIL) 

when the SIL is to be verified. Thus, it is important 

to include security aspects in designing and verifying 

the programmable control and protection systems 

operating in an industrial network. 

 

 

Figure 11. An oil port critical infrastructure pipeline 

control and protection system of category II  

 

 

Figure 12. A pipeline control and protection system 

of III category with redundant external 

communication channels 
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Figure 11 presents an example of the system of 

second category. It uses internal optical fiber and 

external satellite communication for sending and 

receiving data between safety PLC and the control 

station of an oil pipeline. 

Second example (Figure 12) presents system of third 

category with redundant 1oo2 external satellite 

communication channels between PLC and control 

station. 

Another example of the control and protection 

system in oil port is shown in Figure 13. In this 

example a SIF was defined related to control and 

reduce potential overpressure for hazardous scenario 

considered. Having a required SIL for this safety-

related function, a proper architecture of SIS can be 

designed. 

An integrated approach is proposed, in which 

determining and verifying safety integrity level (SIL) 

with levels of security (EAL, SAL and SeSa) is 

related to the system category (I, II or III). It is 

possible that undesirable external events and 

malicious acts may impair the system by threatening 

to perform the safety-related functions in case of low 

security level.  

Such integrated approach is necessary, because not 

including security aspects in designing safety-related 

control and/or protection systems operating in 

network may result in deteriorating safety (lower SIL 

than required). In such cases the SIL verification, 

integrated with security aspects, is necessary as 

shown in Figure 15.  

After this analysis, the proposed architecture has to 

be verified, i.e. checked if it fulfills specified 

requirements. The process of SIL verification, 

similarly like SIL determination, usually doesn’t 

include in industrial practice the security aspects.  
But when SIS uses some communication channels 

this problem should be taken into account. Such SIS 

system is presented in Figure 14. In such case there 

is a challenge to include security aspects in designing 

and verifying SIL of the programmable control and 

protection system operating in a network that 

implements given safety function.  

The security measures which may be taken into 

account during the functional safety analyses are also 

of a prime importance. In this article only some of 

them have been presented. A well-known concept of 

EAL, SAL and SeSa is the basis for presented 

methodology. But there are also limitations of in 

applying the common criteria [15] and for some 

solutions of programmable systems the EAL related 

measures may be insufficient. Usually EAL is related 

only to single hardware or software element. That is 

the reason why other security models or descriptions 

should be taken into account. One of them may be 

proposed lately the SAL [14] based approach, 

indented to describe in an integrated way the system 

security in relation to functional safety concept [12]-

[13]. 
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Figure. 13. An example of the control and protection 

system for reducing potential overpressure 
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Figure. 14. An example of the control and protection 

system with communication channels 
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Figure 15. Procedure of the safety integrity level 

verification including the security aspects [3], [26] 
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6. Risk management and insurance 
 

Some risks evaluated in the risk management process 

of given hazardous plant or seaport cannot be 

sufficiently reduced using technical and 

organisational solutions, and should be transferred to 

an insurance company [6]-[7].  

Insurance related procedures provide methods for 

financial control in process of risk management 

whereby risk of loss is transferred to another party 

through a contract risk bearer. A proactive approach 

to the risk mitigation efforts can reduce insurer’ 

uncertainty and make business more attractive. 

The insurance companies pay more attention to 

create integrated methods of risk analysis and take 

into account comprehensive factors of the company 

activities. Insurers are more willing to base their 

decisions on the expertise provided by the experts 

called the risk engineers.  

The risk engineers provide a comprehensive 

approach to risk management helping to protect 

business against threats rather than simply insuring 

against it. They begin with risk identification and 

then grade these exposures to create a strategic risk-

management plan. The risk engineers are then able to 

suggest improvements based on in-depth industry 

knowledge and risk insight to help creating an 

effective loss-prevention strategy.  

The scope of interest of risk analysis depends on 

insurer liability. The specific of oil seaports require 

advanced and integrated approach to the process. The 

achievement and demonstration of safety of 

operations in installations of oil seaports generate 

a number of unique problems not normally found in 

similar land based industry.  

The oil ports are the interface between the bulk 

transportation of large quantities of hazardous 

substances in ships and the land based industries they 

serve. These hazardous substances are carried in 

sufficient quantities in ships to create a major hazard 

from fire, explosion and toxic effects. The industries 

served by the ships, for reasons of convenience and 

economy, often have large processing and storage 

facilities adjacent to the berths or waterways used by 

the ships. The use of consequence analysis to achieve 

this is described with reference to particular hazards 

in ports and the problems of applying these 

techniques for the marine environment.  

An important part in the oil ports infrastructure 

analysis is safety related system and the level of 

certainty that the required safe response or action 

will take place when it is needed. This is normally 

determined as the likelihood that the safety loop will 

fail to act. Engineers during an insurance survey 

gather both quantitative or qualitative data and risk 

factors. The insurer released reports are a way to 

document the plant being considered using 

a systematic approach to identify and evaluate the 

effects of undesirable events and component failures 

to determine what could reduce or eliminate the 

chance for failures. Then, more probable events and 

their consequences are to be evaluated [6]-[7]. 
 

7. Summary 
 

Selected technical and organization aspects of risk 

mitigation in the oil port installations with regard to 

functional safety requirements specified in standards 

IEC 61508 and IEC 61511 have been described. The 

procedure for functional safety management includes 

the hazard identification, risk analysis and 

assessment, specification of safety requirements and 

definition of safety functions. Based on risk 

assessment results the safety integrity level (SIL) is 

determined for consecutive safety functions.  

These functions are implemented within industrial 

control system (ICS) that consists of the basic 

process control system (BPCS) and/or safety 

instrumented system (SIS). Determination of required 

SIL related to the risk mitigation is based on semi-

quantitative evaluation method. Verification of SIL 

for considered architectures of BPCS and/or SIS is 

supported by probabilistic modelling for appropriate 

data and model parameters including security-related 

aspects. The approach proposed is illustrated on 

example of oil port installations.  

The purpose is to make rational decisions concerning 

critical oil seaport installations including safety and 

security-related from the conceptual design stage. 

Then, relevant decisions are to be undertaken during 

plant operation in the frame of integrated security 

and safety management system. Thus, developing the 

integrated management system (IMS) is proposed 

that includes the quality, environment, safety and 

security (QESS) aspects.  

The control and protection systems of the oil port 

installations and relevant critical infrastructure are 

potentially vulnerable to cyber attacks, as they are 

distributed and perform complex functions of 

supervisory control and data acquisition (SCADA). It 

is outlined how to mitigate some risks using the 

E/E/PE and/or SIS systems that implement defined 

safety related functions. These systems operate in 

industrial computer network (ICS). .  

In this context the insurance aspects are discussed in 

managing risks, as some risks are transferred to an 

insurance company. The insurance companies pay 

more attention to create integrated methods of risk 

analysis and take into account comprehensive factors 

of the company activities.  

Additional research effort should be undertaken to 

develop next generation of more compatible and 
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preferably integrated functional safety and security 

analysis methods and models based on a set of 

processes and procedures developed according to 

current quality management requirements including 

an interface between more formal risk evaluation 

methods and those used in insurance companies.  
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