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Abstract

The work purpose is the quantitative proof of intpaoce and necessity of increasing adequacy of prictie
models, described by probability distribution fuoos (PDF) of time between losses of system iftiedfor
purpose achievement the analysis of probabilistitrics of risks and the elementary forms to esthbéin
admissible risks is carried out, some ways of iasiey an adequacy of probabilistic models for caxpl
structures are described. Possibilities of extngcthe latent knowledge from an adequate PDF laoevrs.
Practical value of the researches are the revgadedibilities for a substantiation of more effeetisystem
decisions at the expense of increasing accuradghs prediction. Effects are demonstrated by exasp

1. Introduction that a search of answers is not in focus of due
: . _ . attention. The work purpose is the quantitativeopr

Today creation of technologies of effective risks f importance and necessity of increasing adequacy

management, based on modern methods Oft yropapilistic models, described by probability

prediction, essentially lags behind requirements Ofyisyrihution functions (PDF) of time between Iasse
practice. In many respects it may be explained nok¢ o qtem integrity. PDF of time between failures |

only by high complexity and a cost of development o, 5n410gue from reliability theory. System intagri

and maintenance of these technologies, but alsqs jefined as such system state when system parpose
incomplete understanding of what and how latent

are achieved with the required quality (for example
knowledge can be extracted from results of adequatgng |gsses of integrity as results of differentetits
probabilistic modelling. The first methods of sk

Co - influences can lead to losses of system safety or
prediction in interests of system reliability aradedy peration quality, to system effectiveness dectease
have been developed dozens years ago. An

S . o emergencies and, as consequence, to real either
scientific researches in these:\ dlrect_lqns proc_&éd [ possible damages or the missed benefit).

[10], etc. However, this creative activity requitee o 1 rhose achievement the analysis of probabilist
confirming estimations convincing of efflqenCy_ metrics of risks and the elementary forms to eshbl
How many percent the results of modelling aré , 5qmissible risks is carried out, some ways of
differed for usual and more detailed models?;,q easing an adequacy of probabilistic models for
Whether it is necessary to spend efforts for datail .56y structures are described. Possibilities of

researches and creation of new probabilistic m@delsextracting the latent knowledge from an adequate
Questions sound is banal, but there is an impnessio

71



Kostogryzov Andrey, Nistratov Andrey, Zubarev Igor, Sepanov Pavel, Grigoriev Leonid
About accuracy of risks prediction and importance of increasing adequacy of used probabilistic models

PDF are shown. Practical value of the researchees aiOften today engineers prefer exponential PDF: R(t,
the revealed possibilities for a substantiatiomofe A1) = 1 — exp (). If, for example, for 1 year of
effective system decisions at the expense ofprognostic period to put about 10 times in a year
increasing accuracy of risks prediction. Effects ar or less, then under TayloespansionR(t, A) = At

demonstrated by examples. with accuracy 6¢t%). And, if t=1 year the absolute
value of frequency practically coincides with value

2. The analysis of probabilistic metrics of of probability. But if valué\t increases, it is capable

risksand the elementary formsto establish to exceed 1 and by definition generally cannot be

perceived as probability. Resume: focusing on
probability is correct from point of view of unisal

In general case the risk may be estimated byisk metric. And focusing on frequency may be
multiplication of a probability of danger threats incorrect ifA-t is approximately more than 10
influences, leading to a damage, on a damage. Heréhe special importance has the concept of
the most difficulties from the scientific point elew  "admissible risk». The matter is there should be a
for anticipating dangerous development of events igesult of the consent of all parties involved irsafe

to construct an adequate PDF of time betwhkmses  business on condition that it does not ruin busines
of system integrity. Damage may be to some extenby all it is unequivocally estimated and interpdete
estimated on practice (we will consider, that the(not excluding emergencies), and is scientifically
deviations in estimations can reach hundredgproved. In practice frequently the «admissible sisk
percent). Therefore, leaving an estimation of ais interpreted as "border strip”, i.e. it is supguhs
possible damage out of the work, we will stop onthat if do not cross this "border strip”, the syste
researches of a probabilistic component of riskatWh integrity cannot be lost. But in reality it not sbhe
deviations in risk predictions are possible here? T residual risk always remains. In operation research
answer this question, it is necessary to understanthe similar restrictions are considered as a srti
typical metrics and engineering methods of riskspoint for the decision of synthesis problems,
predictions, in definiton and concept of use connected with searching effective preventive
«admissible risk», and then to compare variousmeasures of system integrity in life cycle. Complex
variants. use of these measures promotes to retaining tke ris
In practice probabilistic estimations of system on admissible level. It is the typical approach aihi
integrity losses quite often carry out by the freqey ~ should work correctly. And how it work in practice?
of emergencies or any adverse events. For exampléjere quite pertinently to address to the developed
with reference to safety it can be frequencies ofform of the quantitative requirements, connected
different danger threats influences, leading to awith the level of admissible risks. The elementary
damage. l.e. frequency replaces estimations oforms of requirements are:

probability (risk to lose integrity of system dugin «A frequencyl of system integrity losses should not
prognostic period). Whether it is correct? From exceed admissible levelg,»;

probability theory it is known, that for defined PD and-or «probability to lose integrity of system idgr
one of its characteristics is the mathematicaltime T.eq Should not exceed admissible levelsR
expectation (Tp). In turn, for PDF of time between (Teq)»;

losses of system integrity the mathematicaland-or their combination.

expectation is the mean time between neighboringVhat engineering explanations occur in practice? —
losses of system integrity., and moreover rhe They are the next:

frequencya of system integrity losses is equal to 1/ if the limitation on an admissible level of probiéli
Texp. If to be guided only by frequency (with Raam. (Treg) IS Se€f it means, that crossing "border
ignoring PDF) in practice a large deviation mayetak strip" should not occur on an interval of time fré@m
place. Indeed, a probability that event has oeclrr to T, FOr exponential approximations there is an
til moment T, can be equal 0.00 for unequivocal functional dependenciim= - In(1-
approximation by deterministic (discrete) PDF andRaam. (Treg). |.€. this dependence means: a given
0.36 for exponential approximation. l.e. as a tesil value of admissible probability R, (T
erroneous choice of PDF, characterized by identicatorresponds unequivocally with a value of the
A, the enormous difference may take place! On themaximum frequency of system integrity losses;

one hand it means ambiguity of a probabilistic if the limitation on an admissible level of maximum
estimation of events, being guided only on freqyenc frequency of system integrity losségm iS set, it

A, and with another one — a necessity of search (omeans, that for exponential approximations function
creations) more adequate PDF of time betweerof probability from time t is considered: Ritgm) =
losses of system integrity is very high. 1 — exp (Ragmt) . l.e. this is the same "border strip",

an admissiblerisks
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but in the form of function from t and without an 3. Some ways of increasing adequacy of

obvious binding to value &  This level of probabilistic models

limitation by function Rym (T is logically to ) )

interpret also as "admissible" for the period ofgi W€ present some ways of increasing adequacy of
from 0 to t. probabilistic models by the examples of different

Despite obvious incompleteness of the elementanfgonsideration of real protection processes against
forms of requirements to «admissible risks» (indangerous influences and the creation algorithm of

reality — only the limitations in one or several integratiorPDFfor complex systems [1]-[4[6]-[10].
points) and absence of interrelations with a kifid o Nowadays at system development and utilization an
real PDF of time between losses of system integrit €SSential part of funds is spent on providing syste
(depending from many parameters: structure ofProtection from various dangerous influences able t
system, heterogeneity of threats, different measureViolate system integrity (these may be failures,
of counteraction to threats etc.), these forms lymte ~ INcidents events, capable to lead to failures, “aom
accepted by engineering Community. In the furtherfactors”, information security events, terrorists
statement of the work we will be guided by these@ttacks, etc). There are described two general
elementary forms of requirements to "admissibletéchnologies of providing protection in different
risks». They also allow to extract latent knowledg SPheres: proactive periodical diagnostics of system
from results of adequate probabilistic modelling. ~ intégrity (technology 1) and additionally monitagin
Today specifications of safety in different fields Petween diagnostics (technology 2), researchemare
characterize a frequendyof system integrity losses [2]-[9]. These models allow to create more adequate
at level 16° — 107 times a year. As a matter of fact it PDF of time between losses of system integrity.

is one danger event for thousand years, i.e. d@n't

tested in system life! In practice it can be esteda 3-1. Themodelsfor the systemsthat are

by means of mathematical and-or physical presented asone element

modelling. And from statistics we know: only at the
Russian enterprises of oil and gas industry thuisa
emergencies are annually. But the number o
incidents with a comprehensible result (with
prevented emergencies) are usually hundreds tim
more!

Accordingly, there is an important question: what
frequencies of system integrity losses should leel us
for risk predictions and where it to take? — Ifdbe

Technology 1 is based on proactive diagnostics of
fsystem integrity, that are carried out periodicatly
detect danger sources penetration into a system or
econsequences of negative influences. The lostsyste
r?negrity can be detect only as a result of diagoss
after which system recovery is started. Dangerous
influence on system is acted step-by step: at &rst
danger source penetrates into a system and them aft

. . . its activation begins to influence. System intBgri
are only the frequencies of emergencies the pestlict can't be lost be%ore a penetrated d)e/mger sotS?ce is

risks W'".be essentially underesnmatgd. Thesalfin activated. A danger is considered to be realizdyg on
frequencies are output instead of input data for

modelling. Estimate. please- if to be quided bwséhe after a danger source has influenced on a system.
frequerllc?és ar:d 0 (’:g)nsider- Ithat 50_97%'% of iﬂur Note. It is supposed that used diagnostic tootsaall
are the result of "human factor», it should meha, t to provide necessary system integrity recoveryr afte

. W revealing of danger sources penetration into sesyst
frequency of critical errors from "human factor» on g g P oy

dangerous enterprises is about 1 times in thousan%r consequences of influences.
9 P . : . echnology 2, unlike the previous one, implies that
years! However, that is not so in real life! Egrare

committed much more often. But they are underppera_tors alternat_ing ea_lch other  trace system
control and the majority of "[hem is in due time integrity between diagnostics. In case of detgcan .
corrected. As consequence of these counteractio(]lam‘:’er source an operator recovers system integrity

' : : Lo : aNays of danger sources removing are analogous to
measures required system integrity (including gafet

is reached. The answer arises obvious - the freguen the ways of technology 1). Faultless operators

% of system integrity losses used at risk prediction actions provide a neutralization of a danger source
i .. trying to penetrate into a system. When operators
itself should pay off by results of probabilistic ying 1o p ! Y p

modelling. Indeed, for adequate risks predictiare¢h alternate a complex diagnostic is held. A penetnati

is important a frequency of the all primary inciten of a danger source is possible only if an operator
IS IMPo quency o primary inct makes an error but a dangerous influence occurs if
(including neutralized incidents at the expense of

. ; .~ the danger is activated before the next diagnostic.
control measures, maintenance and timely react'orbtherwise the source will be detected and neugdliz
on initial signs of threats development).

during the next diagnostic.
The probability of correct system operation within
the given prognostic period (i.e. probability of
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success) may be estimated as a result of use xhe ne Treq Treq

models (assumption: for all time input charactarist Py (Treq) = 1 - f dA(7) f Apenetr * Race.(0) (3)

the probability distribution functions (PDF) exist) 5 ]

Risk to lose integrity (safety, quality or separate

property, for example — reliability) is an additiiml  HereA(t) is the PDF of time between operator’s

for probability of providing system integrity (cecst  error.

system operation or “probability of success”) R=1-P

There are possible the next variants for technolbgy PDF for the model of technology 2, variant 2.

and 2: variant 1 — the given prognostic periog i$ Under the condition of independence of considered
less than established period between neighboringharacteristics the probability of providing system
diagnostics (&g < TeewtTdiag; Variant 2 — the integrity for variant 2 is equal to

assigned period J; is more than or equals to

established period between neighboring diagnostics P (Treq) = N((Thetw + Teiag)/ Treq) P(l)N(Tbetw+Tdiag)
(Treq= Thewt Taiag. Here Tew. — is the time between

the end of diagnostic and the beginning of the next + (Tr/ Treg) Pay(Trrmy), 4)
diagnostic, Jiag— is the diagnostic time.

The next formulas for PDF of time between thewhere the probability of success within the given
losses of system integrity are proposed (Author. — Atime P,y(Tgiven) is defined by (3).

Kostogryzov [2]-[9]). The final clear analytical formulas for modellingea
received by Lebesque-integration of (3) expression.
PDF for the model of technology 1, variant 1. Many models are applicable to the system presented

Under the condition of independence of considerecas one element. The main result of such system
characteristics the probability of providing system modelling is probability of providing system

integrity for variant 1 is equal to integrity (correct system operation) or of lossés o
system integrity during the given period of timieal
Py (Treq) = 1 - Qpenetr 7 PuctivTreg), 1) probability for all pointsT., from O toc will be
calculated, a trajectory of the PDF for each comtbin
where Quner() — is the PDF of time between element depending on threats, periodic control,

neighboring influences for penetrating a dangermonitoring and recovery time is automatically
source; 2. (t) — is the PDF of activation time of a Synthesized.

penetrated danger source. These POk (t) and _

Qui(t) may be exponential PDFFor different  3-2. Thecreations of more adequate models
danger threats a frequenicyor these PDF is the sum for complex system

of frequencies of every kind of threats.

, The basic ideas of correct integration of probigbil
PDF for the model of technology 1, variant 2. , metrics are based on a combination and development
Under the condition of independence for consideredy ihe offeredmodds [2][9]. For a complex system
characteristics the probability of providing system ggtimation with parallel or serial structure exigti
integrity for variant 2 is equal to models can be developed by usual methods of
probability theory. For this purpose in analogyhwit

P& (Trea) = N((Toetw * Tiag)/ Trea) Pety" (Toew + Tatec) reliability it is necessary to know a mean time
between losses of integrity for each element. Let's
* (Trm/ Trea) Peay(Trm), () consider the elementary structure from two

independent parallel elements that means logic

WhereN=[ Treq/(Toew* Tuiag)] — may be real (for connection “OR” or series elements that means|ogi

PDF) or the integer part (for estimation of connection “AND”
deviations), Trm = Treq - N(Thew* Taiag))- ) o '
The probability of success within the given time !_et S PDF of time between Io_sses of I-th element
Pa(Tgven) is defined by (1). integrity isBi(t) =P (t<1), then:

g 1) time between losses of integrity for system
combined from series connected independent

Under the condition of independence for considerecflements is equal to a minimum from two times

characteristics the probability of correct system.allure of 1st or 2n(_j elements (ie. _the systemsgoe
operation for variant 1 is equal to into a state of lost integrity when either 1st,2md

element integrity will be lost). For this case #BF

PDF for the modd of technology 2, variant 1.
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of time between losses of system integrity isrokdi Erplabiy (R o losssmslemmteer T Y iR i e O i
. 0.04% [ The resl duration 7 ; ] '
by expression s s S T O X

" Adeguate PDF

B(t) = P(Min (11,1)<t) = 1 ~P(Min (11,5)>t)

_ il 7l R (T
=1-P(r>t)P(1> 1) g

[ g N Time t may be in seconds....,

days, months, years

=1 - [1By(1)] [1- B2A(1)]. ®)
Figure 1. Fragment demonstrating the possible

2) time between losses of integrity for systemvariants of correlations of the limitations to
combined from parallel connected independentadmissible risks, exponential and an adequate RDF o
elements (hot reservation) is equal to a maximurtime betweenlosses of system integrity with
from two timest;: failure of 1st or 2nd elements (i.e. identical frequency of system integrity losges
the system goes into a state of lost integrity when
both 1st and 2nd element integrity will be losBor Being guided by exponential approximation of PDF,

this case the PDF of time between losses of systerit is possible to ascertain easily: are the
integrity is defined by expression requirements to level of admissible risks met? i§ i
below of "border strip" - the requirement is mét i
B(t) = P(max (r1,t2)<t) = P(11< t)P(1,<t) is above of "border strip” - the requirement isnét!
Also this is all extracted knowledge... From "pluses”
=B, (t)Ba(t). (6) - only convenience of comparison. And all!

Being guided by a more adequate PDF (for example,

Note. The same approach is developed also by Prof.created by models from part 3, that considers
E.Ventcel in 88, Prof K.Kolowrocki [1], Prof. fr_equency of occurrence and deyelopment of
E.Zio [10] and others researchers different danger threats, real protection processes

against dangerous influences and the complex
Thus an adequacy of probabilistic models is redchestructure of system), extraction of following
by the consideration of real processes of controlknowledge is possible (s€&gure 1):

monitoring, element recovery for complex structure.. to calculate more accurate the dependencieseof t
Applying recurrently expressions (5) — (6), it is probability to lose system and subsystem integrity
possible to receive PDF of time between losses ofjuring time t from characteristics of occurrence an
integrity for any complex system with parallel amd/  development of different danger threats, real
series structure. protection processes against dangerous influences
The known kind of the more adequate PDF allows tognd also from a structure of system;

define accordingly_mear] time between neighboring. to estimate accuracy of risk prediction in
losses of system integrity.. (may be calculated comparison with exponential approximation of PDF
from this PDF by traditional methods of oftime betweenosses of system integrity:;
mathematical statistics), and a frequehof system  _ {5 define a real duration of effective system
integrity losses=1/ _Texp_. This can allow to compare gperation (i.e. without losses of integrity)
the accuracy against the elementary exponentiaéonsidering real protection measures for making
model (P(tA) = 1 —exp (3.1)). , decision about predictive counteraction measures
All these ideas are implemented in the softwareagainst threats in time:

technologies of risk prediction for complex systems - to define critical zone above admissible risk whe
for example, the “Complex for evaluating quality of losses of system integrity are expected in progmost
production processes” (patented by Rospatenperiod for making decision about predictive

Ne2010614145) [2], [7], [9]. counteraction measures or justifying a revision of
admissible risks for these zones (considering risk

4. What latent knowledge can be extracted avoiding and mitigation); _

from adequate PDF? - to compare a real duration of effective system

operation (i.e. without losses of integrity)
In Figure 1 the limitations to admissible risks, considering real protection measures with the same
fragment of exponential and an adequate PDF operiod for exponential approximation of PDF of time
time between losses of system integrity with betweenlosses of system integrity.

identical frequency of system integrity losses areBesides, after creating more adequate PDF, it is
demonstrated. possible to extract additional knowledge by usual
methods of probability theory (see, for example,
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[10]) - to calculate from known PDF the mean time calculated from PDF mean time between neighboring
between neighboring losses of system and subsystefosses of object safetydanequals to 493 years. l.e.
integrity Tmean, and the frequency of system and the frequencyh=1/ Tnyean Of System safety losses is
subsystem integrity losseb € 1/ Tneay considering  about 0.002 times a year. It is 6000 times lesg(!
real protection processes and conditions of damgero comparison with a primary frequency of occurrence
influences. of the latent or obvious threats (once a monthd An
Some examples help to fill quantitatively an estimated Tea, IS almost 500 times more in
importance of increasing adequacy of usedcomparison with a primary mean time between errors

probabilistic models. of skilled workers (once a year). And such effet ¢
be reached at the expense of undertaken control
5. About accuracy of risk prediction measures, monitoring and system recovering in case

. . . _ of revealing in time the signs of threats developime
For dangerous industrial object we studied therq the point: the frequendyof system safety losses
questions of predicting risks to lose object safetys exiracted latent knowledge from PDF, built in
(integrity) by PDF, created by methods of pardB,  .5jcyjated form. And it demonstrate the answer for

the examples connected with "human factor». the question from the end of part 2 (what frequesici
of system integrity losses should be used for risk

Example 1. Let a frequency of occurrence of the predictions and where it to take?).

latent or obvious threats is equal to once a marih,
average time of development of threats (from
occurrence of the first signs of a critical sitoatiup . A
to failure) — 1 days. A work shift is equal to 8uns. RAEK INCE dies i
The system control is used once for work shift, a | 2:0006(foravean fo 0.0119 (for 20 vears) ...
mean duration of the system control is about 10 :
minutes (it is supposed, that recovery of object 5
integrity is expected also for 10 minutes). The | .. i
workers of medium-level and skilled workers are A
capable to revealing signs of a critical situatdter I
their occurrence, and workers of initial level of | ¥ &_q.0006

proficiency — are incapable. Medium-level workers | | 3
can commit errors on the average not more often JF
time a month and skilled workers — not more often
once a year. How consideration of the qualification
level influences on predicted risks to lose object
safety for a year and for 10 years?

5 R=0.0119

021,

The frequency A=1/ Tyeamn
is about 0.002 times a year

ogen| "

igure 2. Calculated PDF fragment f&xample 2

If to compare with exponential approximation of
PDF with the same frequendy, the risk to lose
object safety will grow from level 0.002 (for a ya
to 0.04 (for 20 years). These are also extractedtia
knowledge considering Taylo®xpansionR(t, A) =

Mt (see part 2). Difference is in 3.3 — 3.4 timegeno
against adequate PDF. To feel, how much it is,
enough to ascertain, that for created PDF the borde
of admissible risk 0.002 will be reached for 3 wear
not for 1 year as for exponential PDF. l.e. thd rea
duration of effective object operation (i.e. witiho
losses of safety) is 3 times more!

The results of modelling. For workers of initial level
of proficiency risks to lose object safety are ngar
(losses of integrity are inevitable). For workeffs o
medium-level risk to lose object safety for a year
about 0.007, for 10 years — 0.067, and for skille
workers risk equals to 0.0006 for a year and (005
for 10 years.

Example 2. We will concentrate on the analysis of
errors of skilled workers from the point of object

?n?!%ydstisé?%hziiﬁnafg TV(IZOSV(;II“Z?)}]IS? daécrld[[i;]a;r: of object as “black box”, described by charactersst
¥ | of skilled workers. On dangerous manufacture

mean recovery time of the lost integrity of object _ ... . : :
equals o 1 days instead of 10 minutes [9]. What.cmlcal operations are carried out by skilled wenk

. e in interaction (including reservation and supparts
2
knowledge can be extracted from risk prediction’ another). Formally they operate as parallel element

with hot reservation. Thereby the consideration of
such interaction allows to increase adequacy of
modelling. Let's estimate risk to lose object safet

Mihis variant (all input data for each from 2 paehll
elements are the same, that in Example 2).

Example 3. Example 2 allowed to estimate operation

The extracted knowledge from the results of
modelling (seeFigure 2). Calculated PDF fragment
shows: risk to lose object safety increases fro
0.0006 (for a year) to 0.0119 (for 20 years). Ttines
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The extracted knowledge from the results of 7) processes of management in a service of the Chief
modelling (seeFigure 3). Calculated PDF fragment of production;

shows: risk to lose object safety increases from8) processes of shop divisions;

0.0000003 (for a year) to 0.00014 (for 20 years).9) processes of control & information system
Thus the mean time between neighboring losses obperation.

object safety Tean calculated from known PDF,

equals to 663 years. l.e. the frequeicygf system Let's put, the workers, interacted (including
safety losses is about 0.0015 times a year. 8080  reservation and supports of another), are involaed
times less (!) in comparison with a primary each of processes. Their activity is modelled kg th
frequency of occurrence of the latent or obviousmodels of part 3 — sdexample 3. The high adequacy
threats (once a month). And at the expense ofs reached by decomposition of system structure of
reservation estimated ., is 34.5% longer in workers set (a set of “human factor”) to 9 logical

comparison with {ean from theExample 2. subsystems of workers, each of which implements
corresponding typical processes 1)-9). Safety of

1 G e i T et > system is provided, if "AND" the *1 subsystem,

oo “AND" the 2™ ... “AND" the 9" subsystem safety is

e Risk increases from
.| 0.0000003 (for a vear) to 0.00014 (for 20’\ ears)

provided — seé&igure 4. Those input data for every
element are the same asExample 3.

J’/
40800

[ it | The frequency 2
;m; = is about 0.0015
mv ety times a year Figure 4. lllustration of system, combined
L 0 0000003 from parallel and series subsystems
1 L) atr 1ns e 173 0
Figure 3. Calculated PDF fragment f&xample 3 Question: what risks are possible because of «huma

factor» during term from one to 20 years of operati

If to compare with exponential approximation of Of the enterprise?
PDF with the same frequendy, the risk to lose

object safety will grow from level 0.0015 (for aay® " R=0.0013 P

to 0.03 (for 20 years). Difference is in 200 — 5000 “*" T TR

times more against adequate PDF. The border o = =———0 "2 ..

admissible risk 0.0015 will be reached for 195 gear | 000003 (fm avear) to 0.0013 (f01/20 vears)

not for 1.3 year as for exponential PDF. l.e. thalr  * o

duration of effective object operation (i.e. witho ™~ e

losses of safety) is 150 times more! Such effact ¢ “* ... | The frequency %

be reached at the expense of mutual aid (reservatio **| " e is about 0.0035

and supports) of skilled workers. x,, Sioaes times a year
“R=0. ooum}s

[l L] (13 A .

Example 4. Dangerous manufacture is a complex of
diverse processes, in each of which «the humarrigure5. Calculated PDF fragment f&ixample 4
factor» is the bottleneck. The larger enterprise th

risks higher. Let's analyze a system of complex gasThe extracted knowledge from the results of
preparation at an enterprise of a gas craft. Thieay  modelling (seeFigure 5). Calculated PDF fragment

processes are: shows: risk to lose object safety increases from
1) processes, connected with operation of entranc®.000003 (for a year) to 0.0013 (for 20 years).sThu
threads; the mean time between neighboring losses of object
2) processes of low temperature gas separations;  safety Tean€quals to 283 years. l.e. the frequehcy

3) process of gas measuring; of system safety losses is about 0.0035 times a yea
4) processes of gas heating and reduction, candlé is 2.3 times more often against the results of
and torch separation; Example 3. In comparison with a primary frequency

5) processes, connected with methanol storage andf occurrence of the latent or obvious threats ¢aac
using, storage, giving and drainage dumps ofmonth) the frequencyis 3430 times lower!

condensate and diesel fuel; For exponential approximation of PDF with the same
6) processes of management in a service of Chiefrequencyi the risk to lose object safety will grow
engineer,; from level 0.0035 (for a year) to 0.07 (for 20 y®ar
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Difference is in 54 — 1167 times more againstExtracted knowledge from adequate PDF allows to
adequate PDF. use predicted risks, that are more accurate in
The border of admissible risk 0.002 will be reachedhundred-thousand times (!). Frdaxamples 4-5 the
for 24 years, not for 7 months as for exponentialuse of existing approaches, based on exponential
PDF. l.e. the real duration of effective object approximation of PDF to estimate risk to lose objec
operation (i.e. without losses of safety) is 41etim safety, the enterprise should consider expected
more! duration of continuous effective (safe) object
operation about one month for medium-level workers
Example 5. How much risks will increase, if in a and 7 months for skilled workers. These expectation
system of th&example 4 only medium-level workers are connected with high expenses and influences on
are used? enterprise business. But more accurate risk
prediction fromExample 4 confirms that for skilled
The extracted knowledge from the results of workers the enterprise may be sure in safety during
modelling (seeFigure 6). Calculated PDF fragment 24 years (not for 7 months as for exponential PDF),
shows: risk to lose object safety increases fromand Example 5 confirms that for medium-level
0.0009 (for a year) to 0.25 (for 20 years). Thus th workers the enterprise may be sure in safety duting
mean time between neighboring losses of objecyears (not for one month). Both more accurate
safety T.ean€quals to 24 years. l.e. the frequehaf predictions allow to do business with assurance,
system safety losses is about 0.04 times a ye#. It having scientific justification.
11.4 times less often against the result®xample 4 The important note: in all examples the verisimilar
for skilled workers. In comparison with a primary input, peculiar to the various enterprises of
frequency of occurrence of the latent or obviousdangerous manufacture, are used for modelling (for
threats (once a month) the frequericys 21 times example: frequency of occurrence of the latent or

lower! obvious threats from “human factor” is equal to@nc
a month). They "were not adjusted" in any way to
w0 R=0.25 =) standard admissible risks for dangerous industrial

object (no rare than T0- 10’ dangerous events a
year). But as a result of application of more adégu
models the output estimations of risks are nedindo

standard limitations. The difference is only in the

creation of functional dependence of risk fromunp

i > = (on a level of PDF), with which possibilities of

e | The frequency  is about analytical decisions of problems for system analysi

R e 0.04 times a year and optimization are appeared.

" B=0.0009 Thus on the base of very different results of risk
' N " prediction (for existing and proposed approacHes) t

Figure 6. Calculated PDF fragment f&xample 5 decisions for business are scientifically justifiad

correct for adequate modelling.

For exponential approximation of PDF with the same

frequencyA the risk to lose object safety will grow 5, Conclusion

from level 0.04 (for a year) to 0.55 (for 20 years) . - .

Difference is 2.2 — 44.4 times more against admuatl' For adequate risks prediction there is imporgant

PDF. The border of admissible risk 0.002 will be frequency of the all primary incidents (including
reached for 2 years, not for one month as forneutralized incidents at the expense of control
exponential PDF. I.e ’the real duration of effezti measures, maintenance and timely reaction onlinitia

object operation (i.e. without losses of safetyPds SIgns 9f threats development) and also different
times more! protection processes.

2. The presented ways of increasing adequacy of the
PDF of time between losses of system integrity
consider frequency of occurrence and development
The extracted knowledge should be used for systerof different danger threats, real protection preess
analysis and optimization. The formal statements ofagainst dangerous influences (proactive periodical
problems for system optimization are generallydiagnostics, monitoring between diagnostics,
maximization of a prize (profit, a degree of quabt recovery of the lost system integrity) and the
safety, etc.) at limitations on expenses, somesriskcomplex structure of system. The known kind of the
etc. or minimization of expenses at limitationsaan  more adequate PDF allows to define accordingly a
admissible levels of risks etc. frequency of system integrity losses for comparing

Risk increases from AW
vl 0:0000 (for a vear) to 0.25 (for 20 vearsy "

6. How to use extracted knowledge?
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the accuracy of risk prediction against the eleagnt [5] Kostogryzov, A. I. & Nistratov, G. A. (2005). 100
exponential approximation.

3. The researches quantitatively proved, that the

popular today the mode for risks prediction based

uses

of frequencies of emergencies (and

corresponding exponential PDF) is a rough and

unpromising engineering way.

deforms very essentially probabilistic estimatiarfis
risks and can't be useful for scientific search of

effective counteraction measures against different
threats (deviations from more adequate estimations
of risks are very high: more than thousand percent

).

At the expense of application of more adequate
models to the analysis of "human factor» the real
possibility of decreasing frequency of systeni7]
integrity losses in thousand times to levef 2010’

times a year ()

in comparison with primary

frequency of incidents once a month is proved.

Comparison at
integrity losses has shown, that for more adequate

identical frequency of system

PDF the level of risk is less in hundred-thousand
times () and the real period of effective systeni8]
operation (without losses of integrity) is more in

tens-hundreds

times against the exponential

approximation.
4. More accurate predictions, made by adequa{8]
probabilistic models, allow to do business with
assurance, having scientific justification.
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