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Abstract

The article presents the demands concerning datarigein distributed building automation systemsda
shows the need for providing additional mechanisihsecure communication in the KNX system. Three
different methods developed for KNX data protectame discussed: EIBsec, KNX Data Security and the
author's method. Their properties are comparecpatehtial areas of application are presented.

1. Introduction Alarm System, System Intrusion and Access Control

ing | idi . lari System. They must be resistant not only to random
During last years a rapid increase in popularithef st rhances. but also for the intentional attasks

home and building automation systems has beegiry narties who want to disrupt their operation.
obselrlvedo.l TrI'e t;uﬂdlngd.au.tbomaélon Systems harqn order to allow the integration of these safety-
usually developed as distributed systems WhOSgg|aied elements with existing building automation

components, such as sensors and actualorgygiems it is necessary to use special mechamisms
communicate with each other via a data network toprotect transmitted data at the level of

carry out specific functiong=(gure 1). communication protocols.

Unfortunately, most of the existing building
Actuators Heating Signaling automation standards does not have such
Shuters and Lighting Management mec_hanisms or they are very weak [2]. The analyses

inds carried out show that currently one of the most

* :5: E(]))) i@ vulnerable to attacks building automation system is
ey —

— i the KNX system [2].

l I l l I This has contributed to the development of several

| methods to increase the security of the data
T B /E\’@ = transmitted in the KNX network. These methods and
uSlis L | z §0ﬁ0 their limitations are analyzed in this article. Yrare
Buttons oI, Weather compared to the author's method which was

station

Sensors Smokeland Presence developed to protect data transmitted from selected
fire sensors detectors T .
sensors to the building supervisory system.

Figure 1 The idea of distributed building 2. The security demands
automation system.

Regarding the functionality of the building
Typical areas of building automation applicatios:ar automation systems the following general objectives
lighting control, temperature control, air- of secure transmission channel can be formulated:
conditioning and remote management [7]. These® data confidentiality,
systems are successfully used for many years anddata integrity/authenticity,
they are sufficiently reliable to perform those °data freshness.
functions. The data confidentiality requirement means thay onl
Much greater demands are placed on systemauthorized person should be able to read their

implementing safety-related functions, such as Fireoriginal value.
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The data integrity/authenticity requirement implies
the presence of mechanisms for ensuring that th
received information comes from a trusted sendel
and that the data has not been modified.

The verification of data freshness is needed for
preventing the use of previously recorded datdnén t
future. This verification is particularly importaim

industrial networks being applied to transmit cohtr . , . .
information. In such unprotected network the CTRL IS f[he control field which decides also about
the priority of the telegram. SA and DA are

previously recorded data could be injected to the . L
network to induce undesirable action. respectively 2-octet sender address and destination

Compliance with these requirements may address. Next fields are: the control informati@hdf

- : . : iated with the transport layer (TCPI), the
achieved by applying appropriate cryptographlcassqc'a. ,
algorithms such as encryption algorithms and has@pfllcﬂophIayerdcorf]tt[(r)]l field (ACPIt)han;j the ld.?]e K
functions based on the secret keys in combinatior?l"’l a. I(iCeSn 0 it eh rr(;es_?ra]lge e ramtelc ec
with additional information such as a timestamp or >€quence ( ) is attached. The maximum telegram

sequence numbers to allow the data freshnesLength is 23 octets. It means that the maximum size
verification of the user data is 14 octets. The latest versidgheo

. ; ; ; KNX standard (2.1) also provides the ability to use
The selection of appropriate algorithms is largely )
dependent on the communications protocols used it{])hef[ exten:j$q frarpe,'(;/vrrlch czén carry up to 254 bytes
the network and its bandwidth. Usually the use of ut as yetitis not widely used. - .
standard methods of data protection such as:The same te_legram structure is used both dl_mng
SSL/TSL or IPsec is not possible due to group (multicast) communication and during

connectionless multicast communication used in((::onnecttlpn-orlgnt:a%(unlcast) Qontjmunlcatlog. inl
building automation system networks and due to thﬁ onnection-oriented communication 1S used mainly
or remote configuration of KNX modules. In this

limited size of data frames. A big challenge i®dls S o )

enable conflict-free coexistence the devices ragyir mode of communication, it is necessary to establish

protection of information and the standard devices earlier a logical Session _between_ the nodes
exchanging data. During this operation a 4-octet

a single network. I )
For the building automation networks the ISO/IEC authorization code can be send, which should be

24767-2 [5] standard can be used to select th&erified by receiver. However, this code is sent in
appropriate methods of data protection. However, i lain text, which is a major weakness of this sgur

does not specify the details of security algorithms he attacker who intercepts the authorization dede
which must be tailored to the specifics of the able to change the configuration and even delete th

communication protocol. application program O.f any m_odule. :
KNX group communication is essentially an event
3. The KNX standard driven unidirectional _commqnication_. It allows KNX'
modules to transmit the information about their
The KNX is a distributed building automation communication objects status changes. Although the
system standard managed by the KNX Associatioracknowledgment of receipt of the telegram is
based in Brussels [4]. It is the continuation of agenerated, but this is done only at the data Eylet
previous standard originally developed at Siemensand the application layer does not take part is thi
and known as the European Installation Bus (EIB).process. This mode does not provide any security
Currently, it is the international standard ISO/IEC mechanisms. The telegram of any content can be
14543-3 also published as the European standardsend by using commonly available diagnostic
EN 50090 and EN 13321. software, which means the possibility of contrallin
The KNX system consists of modules performing theany KNX device.
typical  building automation functions and It follows that the KNX standard does not offer any
communicating each other using one of themechanisms to guarantee data confidentiality, data
approved by KNX communication media (TP10, integrity nor data freshness. This justifies thechto
PL110, RF, KNX/IP). develop additional security mechanisms to protect
The most common communication medium is adata transmitted in the KNX bus.
twisted-pair (TP10) which is used simultaneously to
supply low power KNX devices such as push buttons4, The methods of secure communications in
modules and sensors. The data are transmitteg@g NX network

between nodes as a sequence of bits in the form of ) )
so-called telegram shown Figure 2. The proposals of three different methods which meet

1 2 3 | 4 5 6 [ 7 HIER I

CTRL |=

User data

SA
DA
NPCI
TPCI
APCI
FCS

Figure 2 The structure of the KNX telegram.
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the demands of the KNX network data security areACU.

presented below. The description is focused on th&he presented method allows the co-existence in one
method of securing the data transmitted in groupnetwork both standard devices and devices using the
communication mode, which is the KNX network EIBsec protocol. Unfortunately, encrypting the TCPI

primary communication mode. and ACPI fields causes the telegrams EIBsec will no
be properly processed by the standard KNX protocol
4.1. The EIBsec protocol stack and existing diagnostic tools. The other

limitation of this method is the need of use thelAC

in each KNX network segment. Another problem is
he communication of devices belonging to different
network segment that requires the mutual
cooperation of both ACU.

EIBsec protocol is the first protocol which has bee
developed to eliminate the security weaknesses o
the standard KNX/EIB protocol [3]. For data
encryption the well-known symmetric encryption
algorithm AES (Advanced Encryption Standard) is
used. Moreover, it is assumed that each networ .
segment contains a special device called ACUﬁ'Z' The KNX Data Security protocol

(Advanced Coupler Unit) which performs active role Another method, which has been recently presented
in the process of session establishment and greyp k by the KNX Association as a draft of the KNX
retrieval [3]. In case of the group communication standard is the KNX Data Security protocol [1]. The
mode EIBsec protocol works in so-called counteridea of its security mechanism is showrrigure 4
mode, shown ifrigure 3

o

= = ] (w7 [w[s == 6|1 8 o [ [ s [ o w5 na [Na [ N2 [N
) [ ol @ | ACPI + User
F‘-’__ ﬁ.(f User data CRC32 g % > SeqNo data MAC
b)
6 [ 7 8 9 [ a5 ] o [ns[na]nNa]n2] N
Courm.er N =
128 bit g % é SeqNo Enggftzled MAC
w
K —» AES . .
128 Figure 4 Data frames of the KNX Data Security
{ protocol
el7]efef.[re[w][w][mw][2]n There are two modes of operation: a) with data
Encrypted data authentication only and b) with data authentication
and confidentiality. SAPCI and SCF are the control
Figure 3 Encryption in EIBsec method fields with the information about security method.

The SegNo is 6-octet sequence number used for data

White background means plain text. Yellow freshne;s _verification. MAC is the Message
background means plain text specific for the séguri ﬁuthentwaﬂon Cor?ed. .TO calgulatﬁ_ thhe M'?)C vall;]e
method and blue background the encrypted data. the CCM [8] met oh IS used, w '(;] dco”.‘ hlnes the
The only 10 octets of user data can be used in thi&BC-MAC [10]. authentication method with CTR-

method. The last 4 octets contain the CRC32°ES mpher_usmg the same encryption key. I_Detans
checksum [6] calculated over the plain text of useror:c the ?lgorghm aée prelsentﬁd mh [1]. Dependllng on
data. The message block is XOR-ed with countetN® Selected mode only the the MAC value is

value and encrypted using 128-bit AES algorithm. Calculated or user data field is also encrypted.
Counter is used to provide protection against sepla The ad'vantagesl of this m(?thod gre.otlhe plossm?]ﬂty d
attacks and is incremented after each transmission. ransmission telegrams of varying data length an

The recipient of information makes the reverse€ncapsulating complete APDU frames. However, the

operation: decrypts the transmitted block, performsVe"Y Small size of the user data field (2 octetsdse

XOR operation with its own local counter and of us_ing standard f.rame) and c_omplex encryption
verifies the checksum CRC32. If the CRC sequencé90rithm may be a limitation of this method.

IS correct receiver accepts data and increments its .

own counter. If the counters lose synchronizatioa d 4-2- The Author's method

to a loss of previous message a small number ofhe Author's method of secure data transmission in
counter variations can be tested. If the approaith, f  the KNX network has been developed for remote
the current counter value must be retrieved froen th monitoring System and has been presented in [9]
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The conception of this method is showrFigure 5.
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Figure 5 The Author’s method of secure data
transmission

Secured information is sent as a single 14-octatkbl
of data. The Type field determines the format & th
message. The ID is a 32-bit identifier of the sende
which allows its identification and is independent
the KNX address. This identifier, which is sent in
plain text, allows the receiver to select the eption
key needed to decrypt the rest of the message.

The next 32-bit field contains the status of thesse
forwarded to the monitoring station. This field may

consecutive telegrams with counter value highem tha
the local counter value.

The main advantage of proposed method is using the
standard KNX data type (DPPT 16) which allows
placing the security layer above the applicatioreta

of the KNX protocol stack.

Thanks to above the commercially available ready-
made components and software libraries can be used
without any change. The added layer can also act as
a safety layer which perform additional data
checking required by the PN-EN 61784-3 standard.

5. Conclusion

The developed methods of secure data transmission
are the response to the lack of sufficient security
mechanisms in the standard KNX protocol.

The proposed EIBsec and KNX Data Security
methods are comprehensive methods which can be
used for securing most of the KNX data transfers.
However, both require modifications to the KNX
protocol stack below the application layer. Forsthi
reason it is not possible to use a standard KNiksta

in devices which require such secure data
transmission. This probably will change when the
KNX Data Security protocol becomes the KNX
standard and a new certified stacks are developed.

In Author’'s method the additional security layer is
placed above the application layer of the standard
KNX stack and the standard KNX data type is used
for protecting data transmission. Thus, the metkod
not suitable for protecting all data exchangedraur

the KNX system operation. However, it may be
successfully used for securing the data exchanged
between dedicated sensors and supervisory system.

be e.g. the 32-bit floating point number containing 1"anks to this it is possible to use standard KNX
the measurement result or the set of alarm bite. TheOMponents and standard KNX diagnostic tools. The

last field is 32-bit counter used for verifying the

added layer can also be used as a safety layeein t

freshness of data. The counter is XOR-ed with the>éNS€ Of PN-EN 61784-3 standard enabling the
CRC32 signature calculated over the first 10 octetdulfillment of formal requirements for systems

of the message. Then the last eight octets, contain

the Status filed and XOR-ed Counter field, are

encrypted using 3DES algorithm.
The KNX node being the recipient of the messag

shall reverse the process. It finds the appropriate

cryptographic key on the basis of received ID an
makes decrypting the cryptogram. Then the CRC3

signature is calculated which allows getting the

initial value of the counter. Packets can be aazmkpt
if the resulting counter value is equal to the loca

counter value. Then the local counter is incremintg3)

so that the receiver is synchronized with the sende
If the telegram does not reach the destinationtdue

noise or transmission interferences the countems ca

L P [4]
restore the synchronization after receiving two

lose the synchronization. In this case it is pdedib
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performing safety-related functions.
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